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Security Services Data security is now the most important consideration for any
organisation. OQur Cyber & Security Practice provides advice and

e Predict services to ensure you are protected against the ever-changing threat

e Prevent landscape, helping you to predict, prevent, detect and respond to

e Detect malicious attacks.

e Respond

« Regulation & compliance Our Threat Detect Service combines managed SIEM (Security

Information & Event Management) with our active response measures
to keep your staff, applications and systems secure at all times.
Overview

Service Overview

Remote Monitoring - 24/7 The Espria Threat Detect provides a 24/7 365 incident response team

¢ Hypervisors to identify threats at any time of the day or night and notify the

o Servers appropriate personnel.

e Storage

o Switches This service combines remote monitoring of IP enabled devices with

e UPS remote log collection to gain insight into your environment. We then
feed in multiple threat intelligence sources to help us identify common

Remote Log Collection suspicious traffic and events in order to alert you.

e Appliances
o Applications
e Servers

e Services

After a baseline period allowing us to get to know your envirocnment
and usual traffic, we will then use our systems and engineers to
identify the obvious and the more discrete suspicious activity that you
should be aware of.

Incident Response

Although primarily security focussed, we look for any event which may

e Threat informatign feeds cause disruption to your operations, including hardware or software
e Log data analysis failures.

e Anomaly detection

Our Threat Detect team has extensive experience in monitoring and
responding to incidents for large websites as well as national and
international brands during periods of high traffic. This includes
gambling sites during major sporting events, large airports during peak
holiday seasons, online ticketing vendors during ticket releases and
online retailers during peak shopping times.
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Additional Services

Espria has a range of solutions and services that follow the proven industry model of Predict, Prevent,
Detect and Respond.
e Discover vulnerabilities in your systems and remediate them, before they are exploited by
someone else (predict).
¢ Significantly reduce the risk of damage from cyber attacks (prevent).
¢ Monitor applications, systems, and networks for intrusions and suspicious behaviour (detect).
¢ Recover systems and data; perform forensic analysis and bounce back stronger {respond}.

In addition to IT security solutions and services, Espria can help your organisation to attain and maintain
Cyber Essentials, 1S0O27001 and GDPR compliance.

Summary

The Threat Detect service is delivered from an established 15027001 certified Security Operations
Centre (SOC). A cutting edge, always-on operation ensuring your systems are supported by qualified,
experienced staff, working to best-in-class processes and service levels,

For over 25 years, Espria, has been simplifying business processes and providing bespoke managed IT
business solutions to clients throughout the UK. With a focus on delivering outstanding service, we
constantly evelve giving our customers future-proofed solutions to empower their businesses with

technology to support and enable digital transformation. Partnerships with market leading manufacturers
means Espria is positioned to provide crganisations with the highest level of expertise and quality.
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